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1. Introduction

The recent maritime industry is paving the way towards the “Shipping 4.0” era [1], which
is defined as a fully interconnected maritime ecosystem through the extensive use of
cyber-physical and autonomous systems [2]. Autonomous ships, also known as the
Maritime Autonomous Surface Ships (MASS), are envisioned to be the key enabling
technologies for the fully autonomous maritime ecosystem, which according to the
International Maritime Organisation are defined as ‘ships that to a varying degree can
operate independently of human interaction’ [3]. Conventional ships are already the
backbone of global economy that trade 90% of total goods’ volume [4], and the adoption
of autonomous ones have the potential to achieve more sustainable and safer
transportation [2]. However, a new emerging challenge that arises with the
advancement of autonomous technologies is their trustworthiness, especially of those
that execute mission-critical operations [5].

The aim of the proposed idea is to develop a trustworthy Autonomous Collision
Avoidance Decision-Making System (ACA-DMS) for MASS. A reference system layout
of the expected Autonomous Collision Avoidance System (ACAS) was conceptually
developed and subsequently a methodology that combines the following tools/methods
was employed to verify the feasibility of the proposed system: a) a digital twin of the
system was developed to provide external risk metrics, such as proximity to obstacles
using range detection sensors; b) Fault Tree Analysis (FTA) was conducted to acquire
internal risk metrics, such as probability of failure of the system in various weather
conditions; c) a reinforcement learning-based Deep Deterministic Policy Gradient
(DDPG) agent was used to make collision avoidance decisions based on both external
and internal risk metrics. A case cargo ship was employed considering specific
operating areas to develop critical collision scenarios. The feasibility of the system was
investigated by simulating the agent in trained and new operating areas prior unknown,
and trustworthiness was evaluated based on both quantitative and qualitative metrics.
The derived simulation results verified that the system was able to address collision
scenarios of high-risk. In addition, it was verified that the consideration of both external
and internal risk metrics led to the increase of the trustworthiness of the system. This
idea is expected to have a great impact on the future maritime industry by providing a
way forward towards safer, resilient, and more dependable trustworthy autonomous
systems.

2. Selection of research area

Safe navigation at sea, especially the collision avoidance one, is deemed to be one of
the most mission-critical autonomous operations for MASS [6]. The nature of the
collision avoidance operation of a ship is a demanding endeavour of complex multi-
tasking problems. It requires the control of an underactuated ship of large inertia on a
dynamically changing and unstable liquid medium that is also exposed to unpredictable
external factors, such as waves, currents, and various extreme weather conditions [7].
The adequate understanding of the manoeuvrability characteristics, traffic scenarios,
navigational rules, and emergency scenarios require a great amount of cognitive ability
and expert knowledge to generate sufficient collision avoidance decisions [7]. However,
according to the European Maritime Safety Agency, recent accident statistics among
European Union flag ships over 2014-2022 indicated that the accidents of navigational
nature accounted for 43% of all occurrences with collision being the leading category,
after contact and grounding [8].

The transition of the responsibilities from human operators to autonomous systems are
expected to create additional challenges to the already demanding collision avoidance
problem. Despite human error accounting for 94.7% of all collision accidents [9], the
contribution of human operator in accident mitigation and prevention, despite not being
reported, cannot be underestimated [10]. The decision-making of autonomous systems
in unknown and emergency situations are hard to predict [11] and collision accidents
due to system failure are expected to be the leading factor with the increase level of
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autonomy [12]. Past experiences have already suffered the catastrophic consequences
of collision accidents on global economy [13], environmental pollution [14], and life loss
[9] and the extent of consequences in the autonomy spectrum is currently unknown.

The realisation of autonomous shipping, which is expected to achieve more sustainable
and safer transportation whilst enhancing the resilience of the supply chain, is centric
to the trustworthiness of the mission-critical autonomous systems, such as the ACA-
DMS of MASS [5]. Trustworthiness is a basic quality of any system, especially of the
mission-critical autonomous systems where the heterogeneity, interaction, and
complexity of hardware, software, network, human factors, and physical environment
is increased [15]. Trustworthiness is a multidimensional property that provides an
accurate measurements of the holistic quality of a system [16], and it consists of various
coherent attributes as presented in Figure 1. In other words, trustworthiness (T') can be
defined as ‘a collective run-time quality of a system that performs a set of complex and
interactive  functions reliably  and dependably’ [5], where T =
f (safety, reliability, robustness, etc.). For each specific case study customisation is
required to select the metrics that effectively characterise trustworthiness.

Definition 1. “Collision” is defined as the broader term any kind of contact that leads to
the release of energy in the form of deformation, life loss, explosion, etc, including ship-
ship striking, contact, or grounding.

Definition 2. “Collision avoidance” is defined as the actions that a ship takes to deviate
from its original trajectory to avoid a potential collision (adapted from [17]).

Availability Confidentiality

Survivability
Autonomy

Fault-forecasting

Learning

predictability  Reliability Adaptability

Performability Readiness

Robustness Reactiveness

Trustworthiness

Fault-tolerance Fault-removal

5 - - o Recoverability
Accuracy Integrity Maintainability

Self-healing
Credibility

Timeliness Proactiveness

Decisiveness Preparedness

Quickness Leanness Usability Fault-prevention|

Efficiency Automatability
Scalability Learnability

Figure 1 Trustworthiness of a system and its multi-disciplinary attributes with their equivalent
attributes attached, according to Cho et al. [15].
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3. Literature Survey

Trustworthiness of autonomous systems is an emerging concept that has not been
rigorously explored in the literature [18]. According to Cho et al. [15] the key
components to develop a trustworthy ACA-DMS are: 1) the investigated system with its
functions, 2) the threats, such as errors and failures, 3) the attributes of trustworthiness,
4) the means to build a trustworthy system, and 5) the relationship between the
trustworthiness attributes and assessment. For each key component a critical literature
review has been conducted and the summary of the main findings is presented in Table
1.

In order to investigate the safety of MASS, recent risk analysis has focused in analysing
the risk associated with the design and operation of MASS. Redseth et al. [6] and
Thieme et al. [19] conducted Preliminary Hazard Analysis (PHA) to realise a risk-
informed design of an unmanned ships and small autonomous ferry, respectively.
Banda et al. [20] and Wrobel et al. [21] did Systems-Theoretic Process Analysis (STPA)
to identify the control structure of autonomous ships. Wrobel et al. [22] used What-If
analysis, Human Factor Analysis, and Classification System for Marine Accident, and
Wou et al. [10] used Hybrid Causal Logic (HCL) to analyse the risk associated with the
operation of unmanned ships compared to conventional maritime accidents. However,
previous works were limited to qualitatively analysing the risks associated with the
generic system and operations, and quantitative analysis of mission-critical
autonomous systems, such as the ACAS, was not found.

In order to investigate the feasibility of MASS, a new body of research has been
emerged that use state-of-the-art machine learning techniques, such as Deep
Reinforcement Learning (DRL) algorithms, in order to develop autonomous decision-
making systems, such as ACA-DMS. Wang et al. [23] and Zhang et al. [24] used Deep
Q-Learning (DQL) algorithm to generate collision avoidance decisions in static and
dynamic obstacles. Cheng et al. [25] and Martinsen et al. [26] used a DRL algorithm,
such as DDPG, to control the collision avoidance in static environment under unknown
environmental disturbances and sea currents, respectively. Zhao et al. [27] used
Proximal Policy Optimization (PPO) algorithm to realise path planning and collision
avoidance among other moving ships, while performing International Regulations for
Preventing Collisions at Sea (COLREG) rules compliance and control under unknown
environmental disturbances such as wave, current, and wind. However, the previously
developed decision-making systems generated decisions solely based on external risk
metrics and decision-making based on both internal and external risk metrics were not
found.

The literature review outcomes demonstrate that the major gap identified is the
following: ACA-DMS has made decisions solely based on external risk metrics and
internal risk metrics have not been considered, which consequently degrades the
quality of many attributes of the trustworthiness of the system. Thus, the aim of the
proposed concept is to develop a trustworthy ACA-DMS that generates collision
avoidance decisions based on both critical external and internal risk metrics in order to
enhance the quality of its trustworthiness.

4. Proposed Solution-Description of Idea

The methodology flowchart of the proposed concept idea consists of 5 main phases,
as presented in Figure 2. Phase 1 includes the design of a preliminary reference system
layout of an ACAS that is capable of performing the autonomous collision avoidance
operations. The proposed system provides the reference for the development of a
digital twin in order to investigate the trustworthiness of the system in a virtual
environment by utilising Matlab/Simulink. Further information of the details and
rationale of the reference system design is presented in Subsection 6.1. Reference
system layout.
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The digital twin consists of various components and the most critical ones are
developed into models in Phase 2, such as the manoeuvrability and the onboard range
detection sensors. Possible operating areas considering specific geographical and
traffic characteristics are used as inputs to develop critical collision scenarios of high-
risk. The developed models are used to simulate the manoeuvrability of the digital twin
and generate critical external risk metrics, such as COLREG rules, proximity to
obstacles, orientation of other ships, etc.

Table 1 Summary of the critical literature review. Heatmap: o is used to represents “No, not,

negative, severe, etc.”,

4

o is used to represent “Yes, positive, enhanced, etc.”, and » is used to

represent something in between. Blue highlight represents methods, algorithms, and
characteristics used in the proposed methodology, as presented in Chapter 4.
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In Phase 3, risk analysis of the digital twin is conducted using FTA. More specifically,
various weather variations based on good & bad weather and day & night conditions
are considered and, consequently, 4 different system layouts for each weather
condition are developed. A fault tree that models the failure propagation leading to the
failure of the whole system is developed for each system layout. Numerical values,
such as Mean Time Between Failure (MTBF), for each component are acquired and
used as input data to the analysis. The analysis of each fault tree provides quantitative
internal risk metrics, such as component’s importance measures and probability of
failure of the whole system in each weather condition as a function of time. Additional
information and supporting details are presented in Subsection 6.2. Fault tree analysis.

Phase 4 employs an artificial intelligence agent which is used to develop the ACA-DMS
that make collision avoidance decisions based on both external and internal risk metrics
generated in the previous Phases 2-3. For this reason, a DRL based DDPG algorithm
is employed by setting up the appropriate hyperparameters and reward functions. The
developed agent is then trained to make collision avoidance decisions by giving the
appropriate rudder angle and propeller revolution commands. The main design
characteristics of the agent are described in Subsection 6.3. Intelligent decision-making
agent.

Finally, the trustworthiness of the ACA-DMS is investigated and verified in Phase 5.
The fully trained agent is simulated in various critical scenarios, including previously
trained and prior unknown ones. The feasibility of the developed system to control the
ship and successfully performance collision avoidance are investigated during the
simulations. Ultimately, the effect of considering both critical external and internal risk
metrics on the quality of the trustworthiness of ACA-DMS is evaluated based on
qualitative and quantitative metrics.

5. Address potential technology gaps
5.1. Case scenarios

To investigate the feasibility of the proposed idea, two operating areas are selected
considering an autonomous cargo ship as presented in Figure 3. The first one considers
a highly restricted sea area of 2 x 4 km with static obstacles that represent shore areas,
small islands, and anchored ships. The investigated ship is initiated at the South side
with the aim of exiting through the North pathways by avoiding the obstacles. The
second one considers an open sea area of 3 x 3 km and another moving ship. The
investigated ship is initiated at the South side with the aim of exiting North by
successfully executing the approaching heading scenario according to the CORELG
rules. In both areas good weather & day condition is considered.

Each operating areas accommodates its own challenges. In the first area, the challenge
is not only to successfully navigate through the narrow path by not colliding but also to
exit from the safest pathway at the North side by choosing between the wider and
narrower pathways. In the second one, the challenge is to successfully comply to the
heading COLREG rule while the other ship is violating it by not changing its heading
route.

Another challenge common to both areas is the fact that the digital twin does not have
information of the whole scene but has situation awareness within the defined range of
1500 m. The zone outside of the detectable area is considered to be the “blind zone”
where no information can be obtained. Considering the large inertia of the ship and
relatively short situation awareness range and time to react, both areas are of high-risk,
where the decision-making capabilities can be tested to its limits.

In total of 4 different case scenarios are developed by investigating cases where only
external risk metrics and both external and internal risk metrics are considered for each
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operating area. In the latter case, the probability of failure of the digital twin is defined
as the critical internal risk metric that represents the health condition of the whole
system as a function of time. In the former case, a static ship domain is considered
where no interference with other obstacles is desired, whereas a dynamic ship domain
that increases its size proportionate to the increase of the probability of failure is
considered in the latter case.

Reference System Layout

5
v

Design

Digital Twin

Virtual model
Weather Conditions Critical Scenarios
' - i
e
L2 .
¥ .. E
Good & bad weather Day & night Geographical areas Traffic scenarios
Risk Analysis Critical Components
= - ey |
: | ¢
N e = . | '
& u Eyie
MTBF z = + i
Reliability data Fault tree analysis MMG model  Ship domain model COLREG model LiDAR model Radar model

Internal risk metrics
External risk metrics

COLGEs rules, ship

domain, distance, speed,
orientation, etc.

Input: risk metrics

Decision-Making Agent

Hidden layer | Hidden layer 2

Input layer — O
<7 "\
oL oo

OLEK AZRE 4
SO AEO
SN

VoS

DDPG algorithm Hyperparameters Reward function Agent training

Output: rudder & propeller commands

Verification
' Evaluation of
' trustworthiness
attributes
X ¢ I
Simulations

Figure 2 Proposed methodology flowchart.
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Figure 3 The two operating areas selected for training: collision avoidance in restricted sea
area with static obstacles (left) and in open sea area with dynamic obstacles (right).

5.2. Results & Discussion

The derived simulation results verified the feasibility of the develop ACA-DMS, as

presented in Figure 4-Figure 5. In all scenarios the agent was able to avoid collisions,
not violate the ship domain, and not conduct unnecessary extra manoeuvres, such as
circle manoeuvres, by giving the appropriate rudder angle and propeller revolution
commands, as presented in Figure 6. More particularly, in the restricted area the agent
was able choose the safest exit by manoeuvring through the wider pathway. In the open
environment the agent was able to avoid collision in a heading situation by complying
to the COLREG rules while the other ship was violating it. Also, the generalisation
capabilities of the agent were investigated by simulating it in new operating areas prior
unknown, as presented in Figure 7. Even these new areas, the agent was able to
generalise the knowledge acquired from previous trainings and successfully perform
collision avoidance.

In addition, the attributes of trustworthiness were evaluated based on quantitative and
qualitative metrics as presented in Table 2. From the derived simulation results it can
be derived that the developed ACA-DMS was able achieve five of the main attributes
of trustworthiness, including: a) integrity due to its accuracy in performing the collision
avoidance actions; b) adaptability due to its autonomy to make decisions without
human intervention; c) usability due to its learnability to control the ship by giving the
appropriate rudder angle and propeller revolution commands; d) timeliness due to its
decisiveness to generate collision avoidance decisions based on real-time
observations; and, e) leanness due to its efficiency to conduct only the required
manoeuvres. Also, it can be argued that safety was also achieved at a lower level due
to its ability to avoid collisions, not violate ship domain, and comply to COLREG rules.

Finally, it can be noted that the ACA-DMS was able to further enhance the quality of
trustworthiness by enhancing previous attributes and achieving new ones, when both
external and internal risk metrics were considered. For instance, safety was further
enhanced as the system became less risk-appetite by proceeding with smaller sailing
speeds and conducting less manoeuvres, as presented in Figure 5-Figure 6, which
consequently affected leanness as well. A new attribute that was achieved was
reliability due to its ability to fault-forecast the system’s health condition. Also,
robustness and proactiveness were enhanced due to the fault-tolerant decisions amidst
the system’s degradation.
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Figure 4 Simulation results of the trained agents that consider only external risk metrics in
both operating areas (t: time step).
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Table 2 Qualitative evaluation of the main attributes of trustworthiness for each scenario.
Heatmap: e is used to represents “Not achieved”, e is used to represent “Achieved”, and o is
used to represent “Enhanced”.

Internal risk metrics
considered

Main attributes of Internal risk metrics
trustworthiness not considered

Scenario 1 Scenario 2 Scenario 3 Scenario 4
Reliability ° ° ° °
Availability ° °
Safety ° ° ° °
Confidentiality ° ° ° °
Integrity ° ° ° °
Robustness ° ° ° °
Maintainability ° ° ° °
Adaptability ° ° ° °
Usability ° ° ° °
Timeliness ° ° ° °
Leanness ° ° ° °
Reactiveness ° ° ° °
Proactiveness ° ° ° °

To support the aforementioned observations, various quantitative metrics were
calculated. For instance, sailing velocity and proximity to obstacles are of the most
basic quantitative metrics that need to be evaluated as lower velocity and greater
proximity from obstacles consequently leads to increased safety from collision and
enhanced robustness and proactiveness against system degradation and occurrences
of critical failures. Histogram charts of the velocity and proximity to obstacles
distributions pertaining to the cases of restricted sea area were generated in order to
evaluate the frequency of data, as presented in Figure 8. Also, median values of each
were calculated as quantitative metrics for trustworthiness: Mg} = 7.91m/s ,
Mittext = 493 m/s, Mgxe, = 1089.21m, and MJLte* = 1179.61 m. Quantitative
metrics also support the idea that the consideration of both external and internal risk
metrics lead to the increase of trustworthiness of system.
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Figure 8 Histogram charts of the velocity and proximity to obstacles regarding the case of
considering only external risk metrics (left side) and considering both internal and external risk
metrics (right side).
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5.3. Conclusions & Future research

The proposed idea develops a trustworthy ACA-DMS for MASS. The main findings are
summarised as follows:

e The developed system, ACA-DMS, is feasible for the control and decision-
making in complex and critical autonomous collision avoidance operations.

e The ACA-DMS have great generalisation capabilities, suitable for real-time
operation and in new environments prior unknown.

e The consideration of external risk metrics to the decision-making provides a
certain level of trustworthiness of the ACA-DMS by achieving some of its main
attributes.

e The consideration of both external and internal risk metrics is pivotal to further
enhance the trustworthiness of ACA-DMS, which is verified based on both
qualitative and quantitative metrics.

This idea is expected to have a great impact with potentially direct implications to the
current and future maritime transportation, as it is applicable to both conventional and
next generation autonomous ships and expandable for more high-risk collision
scenarios. The utilisation of artificial intelligence and machine learning methods that
are well-risk informed will enable the execution of the complex collision avoidance
without human interference, with the potential of performing at the same or even higher
cognitive level than humans. This will potentially lead to the implementation of safer
MASS and towards the realisation of net zero safety maritime transportation through
net zero accidents. Suffice it to say, a fully autonomous shipping of such trustworthy
MASS will also aid towards the realisation of net zero emission too.

It is pivotal to mention that the proposed idea has its limitations with potential for further
developments. Some of the mentionable limitations are the limited scenarios examined,
the difficulty of identifying the most critical and unpredictable scenario, such as
unknown unknowns, and verification of the developed system. Other limitations include
the limitation of the considered critical external and internal risk metrics to tackle and
enhance all attributes of trustworthiness, the ambiguity of the qualitative metrics, and
the lack of a quantitative metric to evaluate trustworthiness of a system wholistically.
Future developments include the identification of more critical scenarios, consideration
of more critical internal risk metrics, such as uncertainty of input data from the range
detection sensors and more realistic distribution of MTBF for each component to
consider the extreme failure rates of the most critical components. Other future works
include the development of a wholistic quantitative metric to better evaluate
trustworthiness and development of a more complex digital twin that considers more
complex interactions and threats, such as cyber-security, in order to investigate more
attributes of trustworthiness.

6. Detailed design description

6.1. Reference system layout

The expected ACAS is required to be equipped with all the necessary onboard
components and systems that allow the execution of autonomous collision avoidance
operations, which are: a) situation awareness (using radar, camera, AlS, LiDAR, GPS,
etc.), decision-making (main computer hardware and software), communication (using
speaker, navigational lights, LTE, etc.), and execution (using power generation system,
steering system, etc.). A generic reference system layout is presented in Figure 9.
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Figure 9 Reference system layout of the ACAS (picture downloaded from unsplash.com).

6.2. Fault tree analysis

A general fault tree diagram that models the failure propagation from the basic
components level to the failure of the ACAS in one of the investigated weather
conditions as the top event is presented in Figure 10. “OR” gates were used to model
components with critical causal relationship, “AND” to model complimentary
functionality, and “VOTE” gate for redundancy. MTBF of the components are presented
in Table 3. Results, such as the probability of failure of the top event, can be derived
as presented in Figure 11.

Figure 10 Developed fault tree of the ACAS.
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Table 3 MTBF data of the ACAS components.

Subsystem Component (Product Name) L

(hours)
INS (MK31) [48] 16,000
GNSS (SEANAV 300 Series) [49] 45,000
Day/night & Thermal Camera (CLRT/HD-400) [50] 20,200
LiDAR (M1 Edge) [51] 60,000
Radar (REKA) [52] 87,600
Situation Awareness AIS (AIS 300S) [53] 100,000
System Echo Sounder (NESDF) [54] 20,000
Visibility & Present Weather Sensor (VPF-730) [55] 56,700
Anemometre (Windsonic 75) [56] 131,400
VDL & ADCP (Syrinx) [57] 225,000
ECDIS (MPC-122X-K-ECDIS) [58] 39,675
Microphone (UA-1404) [59] 40,000
Masthead light [60] 30,000
Starboard-Side light [60] 30,000
Port-Side light [60] 30,000
Intention Communication All-Round light [60] 30,000
System Speaker (VML-1520) [61] 1,500,000
LCD (DLF/DLH1968-U) [62] 70,000
MF/HF/VHF Radio [63] 50,000
LTE Router (RUT950) [64] 270,000
Decision Making System Computer Hardware élaﬁxl:;'el'?%l]\l 17i FANLESS) [65] 1 28888
Action Execution System Power & Propulsion System [67] 42,048
0.12
0.1
£0.08
()
E;
F
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=
E
g
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[=
0.02
0
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Figure 11 Probability of failure of the ACAS in good weather & day.
6.3. Intelligent decision-making agent

The DDPG algorithm consists of two deep neural networks, known as the actor network
and the critic network. The actor network approximates the action from the current state,
while the critic network updates the parameters of the actor network by generating a
Q-value, which is an estimate of the discounted long-term reward at the start of each
episode, given the initial observation of the environment [25].

The actor network is customised to have one input layer from the environment
observations, two hidden layers with 400 units each, and an output layer that produces
the action commands. The critic network has one input layer from the environment
observations and action commands, two hidden layers in between with 300 units each,
and an output layer that generates the Q-value. The input consists of the ship states,
including the real-time x-position, y-position, heading angle, and the proximity
measurements from the distance detection sensors, such as lidar sensors. The output
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consists of the action commands regarding the rudder angle and the propeller’s

revolution.

The hyperparameters used are 107 learning rate for the critic network, 10 learning
rate for the actor network, and 256 batch size. The developed reward functions are the

following:

e Reward for heading North:
1

Theading = (Heading — 90°)2 + 1

¢ Reward for keeping obstacles outside the ship domain:
—1000, proximity < ship domain

Toni — o o ) .
ship domain {10‘5 * proximity,  proximity > ship domain

e Reward for complying to the COLREG rules:
—1000, relative angle < 0

Theadi = . .
Heading COLREG {10‘3 * relative angle,  relative angle > 0

7. Source of additional information used & Appendices

7.1. Abbreviations
Table 4 Abbreviations used.

Abbreviation Full form

AC Actor-Critic
ACA-DMS Autonomous Collision Avoidance Decision-Making System
ACAS Autonomous Collision Avoidance System
ADCP Acoustic Doppler Current Profiler
AIS Automatic Identification System
BNN Bayesian Network
CFD Computational Fluid Dynamics
COLREG International Regulations for Preventing Collisions at Sea
DCPA Distance at Closet Point of Approach
Deep Deterministic Policy Gradient
Deep Reinforcement Learning
Deep Q-Learning
Deep Q-Network
Electronic Chart Display and Information System (ECDIS)
European Maritime Safety Agency
Fault Tree Analysis
Global Navigation Satellite System
Global Positioning System
Hybrid Causal Logic
International Maritime Organisation
Inertial Navigation System
Liquid-Cristal Display
Light Detection and Ranging
Long Term Evolution
Maritime Autonomous Surface Ships
Manoeuvring Modelling Group
Mean Time Between Failure
Policy Gradient
Preliminary Hazard Analysis
Proximal Policy Optimization
Q-Learning
Radio Detection and Ranging
Soft Actor-Critic
Systems Theoretic Process Analysis
Structured What-If Technique
Time to Closet Point of Approach
Twin-Delayed Deep Deterministic Policy Gradient
Trust Region Policy Optimisation
Velocity Doppler Log
Very High Frequency
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